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Executive Summary

eSIM technology is transforming how mobile connectivity services are delivered, activated 
and managed. What initially emerged as a feature for premium consumer devices is now 
becoming a foundational technology across consumer, enterprise and IoT markets.

At the same time, the role of Remote eSIM Provisioning (RSP) infrastructure is evolving. 
From simple managers of “digital SIMs” replicating the established SIM manufacturing 
processes, provisioning platforms nowadays are increasingly becoming part of broader 
digital service environments supporting:

•	 digital customer onboarding,

•	 enterprise mobility,

•	 large-scale IoT connectivity,

•	 and remote lifecycle management of connected devices.

Historically, establishing an RSP environment required substantial investment in secure 
infrastructure, operational processes and specialist domain expertise. Today, however, the 
ecosystem has matured considerably.

Cloud-native deployment models and globally available GSMA-compliant hosting infra
structure now enable operators and connectivity providers to establish sovereign RSP 
capabilities far more efficiently than in the early phases of eSIM adoption.

As a result, many organisations are reassessing the role eSIM infrastructure should play 
within their long-term connectivity strategy. Newer standards such as SGP.32 for IoT are 
further increasing the strategic importance of remote identity management.

At the same time, Remote eSIM Provisioning remains a highly security-sensitive domain 
requiring careful consideration of infrastructure architecture, cryptographic trust manage
ment, certification requirements and operational governance.
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Unlike traditional fully managed eSIM service models, achelos has focused from day one 
on enabling operators and connectivity providers to establish and operate sovereign RSP 
environments aligned with their own infrastructure, operational and security strategies.

This guide provides an overview of:

•	 modern eSIM provisioning architectures,

•	 infrastructure and security considerations,

•	 GSMA SAS-SM certification, and the practical steps involved in establishing and 
operating a sovereign Remote eSIM Provisioning environment.

Whether the objective is to establish a regional eSIM platform, prepare for large-scale IoT 
connectivity services or gradually increase operational independence, the industry now 
offers realistic and scalable deployment paths.

achelos combines consulting expertise, deployment experience and deep expertise in the 
RSP technology stack and operational architectures to support organisations throughout 
the entire RSP journey, from initial strategy and architecture planning to deployment, 
certification and operational enablement.



A Strategic Decision: 
Building Sovereign eSIM Capabilities

Once an organisation decides to establish or expand eSIM services, one of the first stra
tegic questions concerns the future operational model of the Remote eSIM Provisioning 
environment.

This decision affects not only infrastructure architecture, but also:

•	 integration strategy,

•	 security governance,

•	 and regional deployment flexibility.

Today, modern RSP platforms can be deployed across multiple infrastructure configura
tions depending on operational requirements and organisational maturity.

Operator-Controlled Deployments

In an operator-controlled deployment model, the organisation operates the core provision
ing environment under its own governance.

Depending on operational and regulatory requirements, the infrastructure may be 
deployed within operator-owned environments, private or sovereign cloud infrastructures, 
or dedicated public cloud platforms.

This model provides direct control over deployment architecture, operational procedures 
and integration into existing operational environments. For operators with established 
infrastructure and security capabilities, this approach can support closer alignment 
between eSIM services and broader digital transformation initiatives.
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Hybrid Deployment Approaches

Not every organisation chooses the same operational model from day one. In practice, 
many deployments evolve gradually over time. Hybrid approaches combine internally 
operated components with selected external infrastructure or specialised services where 
operationally beneficial.

Depending on operational strategy, this may include operator-controlled SM-DP+ 
platforms using externally hosted Hardware Security Module (HSM) infrastructure, cloud 
hosted production systems integrated into operator-managed environments, phased 
migration toward increasingly sovereign deployment models or regional deployment 
architectures spanning multiple infrastructure environments.

This can help organisations accelerate deployment timelines, reduce initial operational 
complexity, build internal expertise gradually and align deployment phases with business 
growth.

Selecting the Right Operating Model

The optimal operating model depends on organisational maturity, security requirements, 
transaction volumes, geographic footprint and broader enterprise or IoT strategy.

For some organisations, rapid enablement of consumer eSIM services may be the primary 
objective. Others may prioritise regional infrastructure governance, private network 
deployments, or preparation for large-scale IoT connectivity management.

The deployment model should therefore be aligned not only with current operational 
needs, but also with the organisation’s long-term strategy.
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eSIM RSP Architectures

The GSMA eSIM ecosystem today consists of multiple Remote eSIM Provisioning (RSP) 
architectures addressing different operational and device environments. 

Consumer eSIM – GSMA SGP.22

The consumer architecture defined in SGP.22 is today the dominant deployment model for 
consumer mobile devices. 

Its operational model is centred around the SM-DP+ platform and direct user interaction 
with the device via the Local Profile Assistant (LPA). This architecture significantly 
simplified remote provisioning workflows and enabled the large-scale adoption of digital 
onboarding processes used throughout today’s mobile industry.

For most operators, SGP.22 has become an established part of consumer service delivery 
and digital customer activation.
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M2M eSIM – GSMA SGP.02

The earlier M2M architecture defined in SGP.02 remains widely deployed in automotive, 
industrial, and embedded connectivity environments. 

Its operational model separates provisioning and lifecycle management between SM-DP 
and SM-SR components and was originally designed for mobile operator-centric deploy
ments with controlled operational environments.

While highly robust, the architecture introduces operational complexity due to:

•	 multi-party integration requirements, 

•	 interface dependencies, 

•	 and limited flexibility for constrained IoT environments. 

As a result, the newer IoT-focused standard addresses deployment scenarios that were 
difficult to support efficiently within the original M2M architecture.
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IoT eSIM – GSMA SGP.32 and the role of eIM

The rapid growth of IoT connectivity introduced requirements that differ substantially 
from both consumer and traditional M2M deployments.

Many IoT devices operate under challenging conditions:

•	 absence of a user interface,

•	 reduced bandwidth,

•	 limited processing capability,

•	 and constrained power consumption.

To address these requirements, the GSMA introduced the SGP.32 architecture for IoT 
remote provisioning that builds upon proven components of the consumer architecture 
such as SM-DP+ while introducing a new operational entity: the eIM (eSIM IoT Remote 
Manager).

The eIM acts as a central orchestration layer for IoT connectivity management and 
enables remote profile lifecycle control and profile download coordination for large 
device populations.

An important aspect of SGP.32 is its flexibility regarding constrained devices and 
heterogeneous network environments. The architecture can support communication 
mediation and protocol adaptation for eSIM-related operations on devices that cannot 
support direct HTTPS-based communication.



Infrastructure and Security

Remote eSIM Provisioning environments operate within one of the most security-sensitive 
ecosystems in the mobile industry. Production-grade deployments therefore typically 
consist of separate staging/pre-production and production environments to support 
controlled software lifecycle management and operational stability.

Beyond this operational separation, RSP infrastructure requires a dedicated security 
architecture designed to isolate provisioning systems and cryptographic assets from 
external networks and non trusted environments. As a result, the deployment architecture 
is shaped not only by scalability and operational considerations, but also by strict security, 
isolation and compliance requirements.

Secure Network Architecture

RSP platforms process highly sensitive subscriber-related assets and cryptographic mate
rial that form part of the trusted infrastructure of global mobile networks. As a result, the 
provisioning environment must be designed to ensure strict isolation of critical systems, 
tightly controlled communication paths and strong protection of cryptographic operations. 
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A typical RSP deployment therefore separates infrastructure into multiple security zones 
with clearly defined trust boundaries.

Internet-facing interfaces are commonly deployed within a DMZ (De-Militarised Zone) that 
isolates externally accessible services from the internal provisioning environment. 
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Communication between the DMZ and the core RSP systems is restricted to explicitly 
controlled interfaces and tightly governed traffic flows. The provisioning systems 
themselves operate within highly secured internal network segments that are inaccessible 
from public networks and protected through layered access-control mechanisms.

Depending on operational and regulatory requirements, additional segmentation may be 
implemented between:

•	 provisioning applications,

•	 database systems,

•	 administrative environments,

•	 monitoring infrastructure,

•	 and cryptographic services.

While the exact topology differs depending on deployment strategy and organisational 
policies, the architectural principle remains consistent: critical provisioning assets and cryp
tographic operations must remain isolated from external and lower-trust environments.

Cryptographic Trust Infrastructure

At the centre of every RSP environment is the cryptographic trust infrastructure used to 
protect provisioning operations and subscriber-related assets.

This infrastructure is responsible for:

•	 certificate lifecycle management,

•	 secure cryptographic operations,

•	 protection of provisioning credentials,

•	 and establishment of trust relationships within the GSMA ecosystem.

The Hardware Security Module (HSM) forms the core trust anchor of the provisioning 
environment. It securely generates, stores and processes the cryptographic material 
required for Remote eSIM Provisioning operations and therefore represents one of the  
most security critical components of the overall architecture.



Because of this role, HSM deployment decisions directly influence overall security 
architecture, operational governance and audit scope. Depending on deployment 
strategy, HSM infrastructure may be deployed on-premises, hosted within private cloud 
environments, or operated through dedicated HSM hosting services.

Particularly in cloud-based deployments, careful consideration must be given to:

•	 physical separation,

•	 access control,

•	 operational ownership,

•	 and compliance alignment with GSMA security requirements.

Infrastructure decisions around the HSM are therefore typically among the earliest and 
most important architectural choices during RSP deployment planning.

Operational Deployment Architecture

As eSIM services increasingly become part of digital onboarding and connectivity manage
ment processes, operational continuity becomes a critical infrastructure requirement.

Deployment planning must therefore consider:

•	 high-availability architectures,

•	 disaster recovery concepts,

•	 regional redundancy,

•	 backup and restore procedures,

•	 operational monitoring,

•	 and lifecycle management processes.

The required level of resilience will depend heavily on customer volumes, enterprise service 
expectations, and the strategic role of the provisioning platform within the organisation. 

For larger deployments, operators may additionally implement geographically distributed 
production environments or dedicated infrastructures for enterprise and IoT services.
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GSMA SAS-SM Certification

Remote eSIM Provisioning environments operate within a globally trusted security 
ecosystem defined by the GSMA. To ensure secure interoperability between operators, 
provisioning platforms, device manufacturers and eSIM hardware vendors, the GSMA 
has established a dedicated Public Key Infrastructure (PKI) together with the Security 
Accreditation Scheme for Subscription Management (SAS-SM). 

For organisations planning to deploy SM-DP+, SM-DP or SM-SR environments, SAS-SM 
certification becomes a central requirement for participation in the trusted ecosystem.

•	 The certification process is intended to ensure that:

•	 provisioning operations are securely governed,

•	 sensitive cryptographic assets are protected,

•	 operational procedures are controlled,

•	 and the deployment environment meets the security expectations of the global 
mobile ecosystem.

The certification process itself is closely linked to the production rollout of the RSP 
environment and is usually completed in multiple stages.

The initial security audit is performed against the staging or pre-production environment, 
where GSMA test certificates are used. During this “dry audit”, the auditors validate that 
the deployment architecture, operational procedures and security controls comply with the 
requirements of the SAS-SM scheme.

Following successful completion of the dry audit, the production GSMA certificates can 
be purchased and installed into the production environment, enabling the RSP service to 
become operational.

Within nine months after go-live, a subsequent “wet audit” is then performed against 
the live production system using operational certificates and production data in order to 
achieve full certification status.
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From Planning to Production – How achelos 
Supports Sovereign RSP Deployments

Establishing a sovereign Remote eSIM Provisioning environment is typically an incremen
tal process that brings together architecture planning, infrastructure preparation, platform 
deployment and certification readiness.

While scope and timelines vary depending on deployment strategy, organisational matu
rity and certification requirements, most projects follow a similar sequence of phases.

Based on practical deployment and certification experience, achelos supports customers 
throughout these phases with consulting, implementation guidance and standards-based 
RSP technology.

Assessment and Solution Planning

The project usually begins with an evaluation of deployment objectives, supported 
business models, target device ecosystems and operational requirements. At this stage, 
organisations typically define the target operating model together with the architectural, 
infrastructure and certification strategy for the future RSP environment.

Depending on deployment scope and organisational structures, this early phase may 
additionally involve procurement preparation, supplier onboarding activities and alignment 
between operational, security and purchasing teams.
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Based on the selected deployment model, achelos supports customers in defining:

•	 infrastructure and deployment architectures,

•	 integration approaches,

•	 security and operational concepts,

•	 certification scope,

•	 and implementation planning.

Early alignment across architecture, operations and implementation planning helps reduce 
project friction during later deployment phases.

Infrastructure Preparation and Deployment

Once the target architecture has been defined, the required environments can be 
prepared and the RSP platform deployed. This phase typically includes implementation 
of the required network security architecture, preparation of staging/pre-production 
environments, HSM deployment and integration into existing operational infrastructures.

The staging/pre-production environments play an important role during this phase 
by supporting integration testing, operational validation and certification preparation 
activities before the production environment becomes operational.

Depending on customer requirements, deployments can be implemented across operator 
owned infrastructures, sovereign cloud environments, public cloud platforms or hybrid 
operational architectures.

Based on the selected deployment model, achelos supports customers with deployment 
preparation, secure environment setup, HSM integration and integration support.

In addition to technical deployment activities, operational enablement may also include:

•	 administrator training,

•	 operational knowledge transfer,

•	 and deployment workshops.
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SAS-SM Certification Preparation

Because of the broad scope of the SAS-SM requirements, preparation for the GSMA 
security audit becomes one of the most important workstreams within the overall 
deployment project for many organisations establishing sovereign RSP capabilities. Early 
alignment between deployment architecture, operational processes and certification 
strategy is critical for achieving efficient implementation.

Based on practical deployment and certification experience, achelos offers:

•	 SAS-SM gap analysis and remediation planning,

•	 security and operational process preparation,

•	 and pre-audit assessment to support dry audit readiness.

By combining deployment support, operational integration and certification preparation 
within a coordinated implementation approach, achelos supports organisations to estab
lish sovereign RSP environments with a controlled path toward production readiness.
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achelos RSP Solutions Portfolio

achelos is a specialised software engineering company focused on SIM, eSIM and Remote 
eSIM Provisioning technologies.

Unlike many service-centric RSP providers, achelos develops its own RSP platforms 
in house and combines practical deployment experience with deep expertise in GSMA 
standards, security architectures and operational environments.

•	 more than 10 years of practical experience in international RSP deployment and 
integration projects,

•	 deployment of RSP platforms across multiple international customer environments 
and operational architectures,

•	 practical expertise gained from long-term operation of production RSP systems,

•	 and continuous software evolution informed by practical deployment experience, 
operational feedback and evolving GSMA standards.

Our platforms are designed to support flexible deployment models and can be 
integrated into:

•	 operator-owned infrastructures,

•	 sovereign cloud environments,

•	 public cloud platforms,

•	 and hybrid operational architectures.
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SM-DP+

For consumer eSIM deployments based on SGP.22, achelos provides an SM-DP+ 
platform with optional SM-DS functionality. The platform additionally supports the 
SGP.32 extensions related to SM DP+ operations and therefore enables profile download 
workflows for IoT devices.

The platform supports:

•	 secure profile preparation and delivery,

•	 digital onboarding workflows,

•	 and QR-code and discovery-based activation.

Standardised interfaces and REST-based APIs enable integration into existing operational 
and onboarding environments.

eIM

For next-generation IoT deployments, achelos provides an eIM platform aligned with the 
GSMA SGP.32 architecture.

The solution supports:

•	 large-scale device lifecycle management,

•	 orchestration of profile operations,

•	 remote operational control,

•	 and integration into IoT connectivity ecosystems.

The flexible operational model of SGP.32 enables organisations to establish scalable IoT 
connectivity orchestration capabilities while aligning certification scope and deployment 
architecture with their specific business and security requirements.
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M2M

For environments based on the original GSMA M2M architecture of SGP.02, achelos 
provides integrated SM-DP and SM-SR solutions supporting:

•	 secure profile provisioning,

•	 remote lifecycle management,

•	 and operation of embedded M2M deployments.

Typical deployment scenarios include automotive, industrial and other long-lived 
embedded connectivity environments.

OTA

In addition to Remote eSIM Provisioning platforms, achelos provides OTA (Over-the-
Air) solutions supporting secure remote management of SIM and eSIM profiles across 
consumer, enterprise and IoT deployments.

The OTA platform enables operators and connectivity providers to perform remote 
management operations including:

•	 configuration updates,

•	 application and file management,

•	 and remote administration of SIM-based services.

The solution supports integration into existing operational and provisioning environments 
and can complement both traditional SIM management infrastructures and modern eSIM 
deployment architectures.
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Deployment Flexibility Through Modern Software Architecture

achelos RSP solutions are designed using modern cloud-native software principles to 
support flexible deployment, operational scalability and long-term maintainability.

Deployments are integrated into Kubernetes-based orchestration platforms and compati
ble container management infrastructures. This architectural approach provides significant 
operational flexibility and allows RSP environments to align with existing infrastructure 
and cloud strategies without requiring changes to the application architecture itself.

Container-based deployment concepts additionally simplify:

•	 environment replication,

•	 staged rollout procedures,

•	 software lifecycle management,

•	 operational scaling,

•	 and deployment across distributed infrastructures.

The achelos software architecture follows a technology approach based on standards 
oriented interfaces, established open-source technologies and widely adopted infrastruc
ture components. This enables operators and connectivity providers to establish RSP 
environments that can evolve alongside changing operational requirements, infrastructure 
strategies and future connectivity requirements.
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Annex 

Abbreviations
eSIM	 Name equivalent to term eUICC used in GSMA specifications

GSMA	 GSM Association

HSM	 Hardware Security Module

HTTPS	 Hypertext Transfer Protocol Secure

IoT	 Internet of Things

IPA	 IoT Profile Assistant

LPA	 Local Profile Assistant

M2M	 Machine to Machine

MNO	 Mobile Network Operator

OSS/BSS	 Operations Support System and Business Support System

RSP	 Remote eSIM Provisioning

SAS	 Security Accreditation Scheme

SAS-SM	 SAS for Subscription Management

SIM	 Subscriber Identity Module

SM-DP	 Subscription Manager - Data Preparation

SM-DP+	 Subscription Manager - Data Preparation Plus

SM-DS	 Subscription Manager - Discovery Server

SMS	 Short Message Service

SMS-C	 Short Message Service Centre

SM-SR	 Subscription Manager - Secure Routing
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Detlef Balks

Business Development Manager

T: +49 5251 14212-0

Mail: detlef.balks@achelos.de

Contact us
Would you like to learn more about our 
expertise and services?

http://www.achelos.de
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